Go Further

Ford Motor Company's transition from
Auto-Motive to Auto-Mobility
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* Mohsin Ahmed
(Senior Systems Engineer)

- Manu Pasari
(Senior Systems Engineer)




MAKING PEOPLE'S LIVES BETTER "

Go Further

CUSTOMER

EMERGING
OPPORTUNITIES

<

FORD SMART MOBILITY

CORE
BUSINESS
CARS, UTILITIES,

TRUCKS, FINANCING,
PARTS & SERVICE

EXPERIENCE

Transforming Ford’s Customer Experience Is Core To Our Strategy



ONE IT STRATEGY
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CLOUD FOUNDRY JOURNEY
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+ Two Years Ago with FordPASS
PCF Global Deployment in Azure ? -
Multi-DC implementation On-Prem /

- Governance
* Tool Set




GOVERNANCE

Architecture

Maintenance

Governance

Automation Availability

Scalability




CURRENT STATE
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EDC 1 EDC2 PCF Region 1 PCF Region 2
ST | Sandbox | | Sandbox | | Sandbox
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ARCHITECTURE
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D

Microsafr
Apare

@ mun.'nm; Teallic W g
GitHub code
1 b
fzure lead Asurd load
) balapear bl afucar
Directory Sves

Lo kouisr

Duur b Server [UAR]

DCiowsd Comirallar rayTe

g plication [sscution |DigeCoi)

Aaplicaiion Secerity Seouan

Elastic Runtime

BEG [HHTRYS|

Msiricy Collactar

Céago Brain

G Rouser

Login Serves

Calldsm

Bich Stose

Sardice Boksn

Kiemage Bun (RATS)

Apg Log hgaregrator

G Rowurier

AppbestioeEssariion [Disgn G

Apalcation SoariTy Grosm

HBS |HHTRIS|

Wisirica Coliecior

Go Router

ingin Sarvar

CollRep

ok Shars

Sarvice Braten

Mimaags D (RATS)

Appiog Aggregerior

p4

e

Cascoure Auws SOLES Eypns Hubs

Go Fufthér




ON-PREM ARCHITECTURE ( Torel )
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. External User

HTTP (tcp: 80, 443)
R A o s B B S M A A R B A SCREENING
. Internal User FIREWALL
Bty HTTP (tcp: 80, 443) =
FORD L
- - NETWORK
wip, |
NEXTGEN
NETWORK
NAT/FIREWALL [=

HAProxy,

->| SQL FARM

Point-to-Point ASG Allow Rules:

GO Router, 80, 443, 1433, 1521, 53,
HTTP Proxy, Data Power,
Active Directory

»——>| WEB FARM

ORACLE FARM

MySQL Redis

Elastic Runtime




vSphere ARCHITECTURE ( Tord )
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ARCHITECTURE
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PCF OPS STACK
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Bootstrap VM

GitHub
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SECURITY
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PCF ASG WORKFLOW
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PCF Application Security Group: Workflow

Foundations

Application ACR Global ASG
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AVAILABILITY
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SCALABILITY
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Capacity Planning
Review of projects in the queue
Pro-Active Monitoring &
Alerting for resource consumption Horizontally
Scale resources using Concourse Pipelines

Vertically



AUTOMATION
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+ CIl/CD Pipelines
- Genesis

- Concourse / \
— Integration with Github & Vault g 2, 74
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GENESIS
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Logical Strata

Global
. Azure Region 1
Site or EDC1

Sandbox

Azure Region 2
or EDC2

Environment -




CONCOURSE ARCHITECTURE
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PCF - Production

Protal CF
Git pull over SSH —
Ford EDCs P ﬁ! Openss,

Concourse Workers concourse

PCF — Pre-Production

Pivotal CF

Git pull over SSH !!
4

Concourse Works

PCF - Sandbox

Git pull over SsH

Concourse Workers concourse



GENESIS EXAMPLE

= Ju cf-deployments -
= ). global
@ Ju releases

seomemt — (Global

& jobs.yml
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@] properties.yml
# | Regionl
= | Region2
# . preprod B
# J, prod
= Ju sandbox
). manifests
(8] doudfoundry.ymi
@) credentials. yml
@) director.yml
=] idp_metadata.xml - E 1 t
S nvironmen —
; availability_set: as-cf-diegobrainl
@) monitoring.yml p———
] rome S
sy e gy e
!]properﬁes.yni storage_account_name: REDACTED
u ::::;F:!::;:::in-Dm‘tition -£83270581d70F9efaT76f
Qmm stemcell:

name: bosh-azure-hyperv-ubuntu-trusty-go_agent

= j,:t: Site 2107 version: -gssju-




GENESIS & CONCOURSE
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-pipeline Region1 sandbox

Region 2 sandbox

pCf/ cffdeployments Private Region 3 sandbox

¢> Code Issues 0 Region 4 -sandbox

10.254.0.0/22

slog_daemon
10.1.26.101 #NOTE: Tnis is not 1is
5514

10.1.16.51

Pivotal CF

¢1-west-58n000xB1. cf . ford. com

N
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Pivotal Web Services Pivotal Web Services

Pivotal Web Services



CONCOURSE PIPELINE
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CONCOURSE WORKFLOW
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GitHub |« roLLcimHueroruPDATES €) | Concourse Master
-\0’7 T | pipelinesyanl |
‘ —O->| [ etrwyn |
)l Vault [ credentaleyemi |
| Teskayam |
PCF Foundation
Concourse Worker
Task Container
0 <0 B
Services 0 \/ \o
mEE| Redis Mysal || Gemfire ‘Elastic Runtimj BOSH DifeCtOfl .1

@Genesis °Spurce o Safe ‘ Redacted Manifest iAssembled Manifest



OPERATIONS
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- Day 2 Activities BIT OP%RﬁéI‘%)(I)\IISI
— Tel . L.-
Efficiencies “Feres| CANT
— Platform Health >>>How @
— Reporting
— Metrics

— Security



MAINTENANCE

* Dev-Ops Model

- Leverage GTM

- Leverage Concourse Pipeline
- Service Updates & Platform Upgrages

* No Maintenance Windows
» During business hours




LESSONS / CHALLENGES
On-PREM
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HA Proxy Deployment
— LTM License Limits
NAT Device — Using Firewall componeft ¢
GSLB sticky config. to support Active/Active
configuration

Shield doesn’t backup Vault. Also doesn't
encrypt backups




LESSONS / CHALLENGES

Azure

- Network Address Space
— Unigue among regions / foundatior '§

Limitation of mounting external storag X 474
—1TB cap 9 ‘
Do not have the ability to create custom roles
Fully portable Concourse Pipelines

Logging
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WHAT'S NEXT
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- Alignment between Azure & On-Prem
* Frequent Credential Rotation

» Logging & Monitoring Enhancements
- Evaluate Azure Service Brokers

- Self Service Portal for Developers

- Software Developed Ecosystem (SDE)
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»Tim Deichelbohrer — PCF Operations
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- Questions




THANK YOU!

*Thank you for attending



